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WHAT IS ENCRYPTION AND WHY USE IT¢

® Encryption is a way to secure comms between only radios using the same key

® Encrypted transmissions can only be decrypted by radios that are capable of,

provisioned, AND programmed to do so

® Different algorithms (i.e. ADP, DES, AES) and key bit sizes (i.e. 40, 128, 256)
®* Federal standard = AES 256-bit

®* FBl and CalDOJ require radio transmission of CJI and Pl to be encrypted

® Ensures protection of sensitive data as defined in FBI and CLETS policies, practices

and procedures



ESSENTIAL COMPONENTS

® Required: P25 Digital provisioned infrastructure, control stations, dispatch

consoles, logging recorder, subscribers and key variable loader (KVL)

® Optional: key management facility (KMF), over the air rekeying (OTAR)

® Traffic Encryption Key (TEK): the unique key used to encrypt/decrypt traffic
* Key ID (KID): provides a unique address to identify a TEK

® Common Key Reference (CKR): a ‘slot’ the radio uses to reference what key to

send when the radio transmits (aka Storage Location Number (SLN))



BEST PRACTICES

* Effective planning, regional cooperation and a basic understanding of how

essential components are coordinated leads to a successful encryption program
® Education and training — agency (ops & tech) and vendors
®* Communications planning — spend time up front to avoid interop issues later
® Standards-based encryption — AES-256 (Advanced Encryption Standard, 256 bits)
® KID and CKR assignment plan — assignments minimize operational conflicts

® Subscriber radio programming — operational objectives determine parameters

®* Common key available for general interop purposes (i.e. Omaha)



BEST PRACTICES, CONTINUED

* Exercise and testing — essential to successful operations, refine ICS 217/205

* Key management organization — a regional /state clearinghouse is essential to
mitigate operational conflicts

* Be mindful of federal CKR/KID reservations and aware of default CKR/KID assignments

* Key generation and distribution — what agencies are responsible for creating

and providing encryption keys

* Outreach — collaborate to ensure effective regional /state implementation



WHY IS PLANNING SO IMPORTANT?

® Lack of encryption coordination can gravely impact agencies’ ability to
interoperate on an encrypted channel

* Can take years and lots of money to undo and /or fill gaps

®* What agencies are currently programmed in your radios¢ Do they have plans

to begin or increase use of encryption that could hamper interoperability?
® What are you willing to share with other agencies?

® Examples



CKR PLANNING EXAMPLE — HIGH LEVEL

_ urisdiction | |  CKRRange
City of Roseville | |1200- 1199
Placer County | [1s00-1599

Sac Sheriff | |2200- 2299
City of Sacramento | |2500- 2599
Butte County BRICS | |2300- 2899




A-Key ID Low

A-Key ID High

A Key ID Range

B-Key ID High

£ Key ID Range

User

=

AD0L

Ade3

40961 - 41059

BOG63

45057 - 45155

Federal

Aded

ADCT

41060 - 41159

BOCY

45156 - 45255

Federal

ADCE

Al2B

41160 - 41259

B12B

45256 - 45355

Federal

Al2C

AlBF

41260 - 41359

B18F

45356 - 45455

Federal

A190

AlF3

41360 - 41459

B1F3

45456 - 45555

AlF4

A2ST

41460 - 41559

B257

45556 - 45655

AZSE

AJBB

41560 - 41659

B2BB

45656 - 45755

Federal

AJBC

AJIF

41660 - 41759

B31F

45756 - 45855

Federal

LI e R R = I R R AV N

A320

A3B3

41760 - 41859

B383

45856 - 45955

Federal

AZB4

AJET

41860 - 41959

B3EY

45956 - 46055

AJES

A44B

41960 - 42059

B44B

46056 - 46155

Ad44C

AAAF

42060 - 42159

BAAF

46156 - 46255

City of Roseville

A4BO

AS13

42160 - 42259

B513

46256 - 46355

AS14

ASTT

42260 - 42359

B377

46356 - 46455

ASTE

ASDB

42360 - 42459

B5DB

46456 - 46555

AsSDC

AB3IF

42460 - 42559

BG3F

46556 - 46655

Placer County

A0

ABAZ

42560 - 42659

B6A3

46656 - 46755

Abhd

ATOT

42660 - 42759

B707

46756 - 46855

ATO8

ATEB

42760 - 42859

B76B

46856 - 46955

ATEC

ATCF

42860 - 42959

B7CF

46956 - 47055

ATDO

AB33

42960 - 43059

B333

47056 - 47155

Sac Co/SRRCS

AB34

ABST

43060 - 43159

B397

47156 - 47255

Sac Co/SRRCS

AB93

ABFB

43160 - 43259

B3FB

47256 - 47355

Sac Sheriff

ABFC

AQ5SF

43260 - 43359

BA5F

47356 - 47455

AS%60

ASC3

43360 - 43459

BIC3

47456 - 47555

ASCA

ARDT

43460 - 43559

BAZT

47556 - 47655

Sac City

ARZE

AASE

43560 - 43659

BABB

47656 - 47755

AABC

AAEF

43660 - 43759

BAEF

47756 - 47855

AAFD

ABS3

43760 - 43859

BB53

47856 - 47955

Butte Co BRICS

AB5S4

ABB7

43360 - 43959

BBB7

47956 - 458055




NEXT STEPS

® Take inventory of current encryption provisioning and capabilities
®* Components: subscribers, consoles, infrastructure
® Single vs. multi-key
* Algorithm: proprietary (i.e. ADP, RC4) vs. AES-256

* If already using encryption, what are the CKR and KID assignments
® Ensure DOJ CLETS and FBI compliance or ID workaround
* Operational goals = technical objectives = identify funding
® Follow best practices: educate, plan, organize, implement, exercise, outreach

® Participate in NorCal APCO, build relationships, attend RPC meetings



RESOURCES

® CalDOJ bulletin link:
https: //oag.ca.gov/sites /all /files /agweb /pdfs /info bulletins /20-09-cjis.pdf

®* CalDOJ contact info:
® Email the CLETS Administration Section @ CAS@doj.ca.gov or call (216) 210-4240

® FBI CJIS Security Policy (i.e. 5.10.1.2 Encryption, page #64)

https: / /www.fbi.gov/services /cjis /cjis-security-policy-resource-center

®* DHS Cyber & Infrastructure Security Agency — Encryption best practices

https: //www.cisa.gov/publication/encryption

®* NorCal APCO monthly chapter meetings — ops and frequency coordination

http: / /www.napco.org



https://oag.ca.gov/sites/all/files/agweb/pdfs/info_bulletins/20-09-cjis.pdf
mailto:CAS@doj.ca.gov
https://www.fbi.gov/services/cjis/cjis-security-policy-resource-center
https://www.cisa.gov/publication/encryption
http://www.napco.org/




